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In today's session, we will explore the concept of resisting online

manipulation by focusing on critical thinking, fact-checking, and

responsible digital habits. The goal is to equip participants with

actionable steps to recognize and combat misinformation while

fostering a mindful digital presence. Through reflective

discussions and group activities, we will deepen our

understanding of how to maintain a balanced relationship with

online information.

The workshop is organized into 4 steps:

1. Introduction to online manipulation (10 Min)

2: Exploring Digital Habits for Youth Well-Being (15 Min)

3: Building Resilience Against Online Manipulation (15 Min)

4: Closing Discussion & Takeaways (5 min)

Lesson
Overview



Objectives:

Understand the tactics used in online manipulation and

misinformation. 

Develop critical thinking skills to identify and resist

manipulation. Implement practical strategies to foster

responsible online behavior.

Key Message(s):

Online platforms can be manipulated to spread

misinformation and bias. 

Critical thinking and fact-checking are essential for digital

literacy. 

Small adjustments in media consumption can significantly

reduce susceptibility to manipulation.

USEFUL PRACTICAL
STRATEGIES AGAINST ONLINE

MANIPULATION

Lesson 3.5.

Duration: 40 minutes

TYPE OF LESSON:



Online manipulation involves tactics used to influence public
opinion, spread misinformation, and control narratives online.

Discuss its relevance in modern life: In a digitally driven world,
misinformation can shape opinions and impact societal
decisions. Understanding manipulation tactics helps build
resilience against such influences.

Short group activity: "Reflect on a time you encountered
suspicious content online." Participants discuss in pairs or small
groups specific instances where they noticed misleading or
manipulative content and its impact. They can share one key
takeaway with the group.

Introduction to online manipulation Step 1



Critical thinking involves questioning the validity and intent

behind online information. 

It helps to:

Identify biases in content. 

Evaluate credibility of sources. 

Reduce emotional reactions to sensational content.

Video screening

Suggested Video: “Fighting misinformation in the digital age

Discussion Activity: 

"Think of a time when you shared content without verifying it.

What was the outcome?" "What strategies can you use to make

your digital interactions more mindful?"

Introduction to online manipulation Step 1

https://www.youtube.com/watch?v=woNn5FlTaVA


Exploring Online Manipulation
Techniques

Step 2

Objective: Understand how manipulation techniques affect
online behavior and identify strategies for recognizing and
resisting them.

Group Reflection Activity:
Participants create a personal "Online Manipulation Awareness
Map":

Common Manipulation Techniques:
Identify tactics like clickbait headlines, selective editing,
and fake testimonials.

Personal Experiences:
Reflect on personal encounters with misleading or
exaggerated online content.

Goals for Improvement:
Set one specific goal to improve their ability to identify
manipulation (e.g., verifying information before sharing,
using fact-checking tools).

Sharing:
Share maps in small groups to encourage peer support
and strategy sharing.

Additional Activity:
Scenario-Based Discussions: Present situations such as:

A viral post making exaggerated claims without sources.
A manipulated image shared widely during an election.
A misleading health article spreading misinformation.

In small groups, discuss:
The emotional impact of the content.
Strategies to critically assess and respond (e.g., pausing before
sharing, cross-referencing information).



Reflection:

"How does recognizing manipulation techniques help you

make more informed choices online?"

"What practical strategies can you start using today to avoid

the spread of misinformation?"

Strategies for Building Resilience Against Online Manipulation:

Pause Before Sharing: Encourage verifying information from

multiple sources before reposting.

Use Fact-Checking Tools: Introduce tools like Snopes,

FactCheck.org, or Google Fact Check Explorer.

Develop Critical Habits: Practice questioning headlines,

checking image authenticity, and identifying emotional

language in posts.

Promote Active Engagement: Shift from passive scrolling to

activities like participating in online discussions or creating

content with positive intent.

Exploring Online Manipulation
Techniques

Step 2



Strategies for Critical Consumption Suggestions: Cross-check

information with multiple sources. Use fact-checking websites.

Avoid sharing content based on emotional reactions. Empower

participants to develop personalized strategies for resisting online

manipulation by tailoring critical thinking habits to their own

digital experiences.

Personalizing Your Approach Activity: "Develop a Personal Online

Resilience Plan." 

Identify Common Information Sources:1.

List the top 3 platforms or websites where they consume

most of their online content. Reflect on whether these

sources are generally reliable or if they have previously

encountered misleading content.

BUILDING RESILIENCE AGAINST
ONLINE MANIPULATION

Step 3



   2. Recognize Personal Triggers:

Identify situations where they may be more vulnerable to

manipulation (e.g., emotional headlines, viral trends,

political content).

   3. Set Fact-Checking Habits:

Commit to specific strategies such as:

Cross-referencing information from multiple sources.

Using fact-checking websites before sharing content.

Avoiding emotionally charged reactions when

engaging with content.

   4. Define Personal Goals:

Set one or two measurable goals, such as:

“I will verify two different sources before sharing news

articles.”

“I will reduce my engagement with clickbait content by

limiting time on sensational platforms.

   5. Share and Discuss: Break into small groups to share personal

strategies and provide feedback.

Reflection Questions:

"What was the most surprising insight you discovered while

creating your resilience plan?"

BUILDING RESILIENCE AGAINST
ONLINE MANIPULATION 

Step 3



As we wrap up today’s session, let’s take a moment to reflect on

what we’ve learned about building resilience against online

manipulation and how we can use these insights in our everyday

lives. I’d like to ask, have you ever encountered a situation where

you felt misled or influenced by online content, whether through

ads, social media posts, or fake news? If so, what steps can you

take from today’s discussion to protect yourself from falling into

these traps?

Consider how we can support each other in developing critical

thinking skills. What’s one thing you can do to stay informed and

make more conscious decisions about the information you

consume online? And how might you help a friend recognize

manipulative content or become more aware of their digital

environment?

Thank you for your engagement today, and let’s continue

supporting each other in fostering a healthier relationship with

the online world.

CLOSING DISCUSSIONStep 4



Identify Vulnerabilities: Be aware of situations where you might

be more susceptible to manipulation, such as emotional

headlines, viral trends, or politically charged content.

Set Fact-Checking Habits: Commit to verifying information

before sharing by cross-referencing sources, using fact-

checking websites (like Snopes), and avoiding emotional

reactions to content.

Define Personal Goals: Set actionable goals to guide your digital

behavior, such as verifying two sources before sharing news or

reducing engagement with sensational content.

Develop Critical Consumption Strategies: Practice questioning

headlines, checking image authenticity, and recognizing

emotional language. Shift from passive scrolling to more

intentional online engagement.

Reflection and Peer Sharing: In small groups, reflect on your

personal strategies for resisting manipulation and share

insights. Support each other in creating a more resilient online

presence.

Key Takeaway Summary



Instructions for youth workers,
educators, and teachers

Objectives
Help students recognize moments when they might be more
susceptible to emotional headlines, viral trends, or politically
charged content.
Teach students practical strategies for verifying online
information by cross-referencing sources and using fact-
checking tools.
Encourage students to set measurable goals for resisting
manipulation, such as verifying sources before sharing or
reducing time on sensational platforms.
Foster critical thinking skills that allow students to evaluate
headlines, images, and emotional language while consuming
digital content.
Promote group discussions where students can share personal
strategies and hold each other accountable for building
resilience against online manipulation.

Materials needed
Projector and Screen
Speakers
Laptop or Device
Handouts
Chart Paper or Whiteboard
Notebooks or Paper
Pens or Pencils



Step 1: Introduction to online manipulation (10 Min)

Welcome and introduction:
Greet participants and set a welcoming, interactive tone for the
session. Explain the session’s goal: to understand the concept of online
manipulation, explore how it affects individuals and societies, and
discuss ways to develop resilience against it. Briefly outline the flow of
the session, emphasizing the importance of critical thinking and self-
awareness in the digital age.
Video screening or discussion starter:
Suggested Video: “Fighting misinformation in the digital age
Purpose: Spark curiosity and engage participants by illustrating the
common tactics used in online manipulation, including
misinformation, emotional manipulation, and selective framing of
information. The video will showcase real-world examples of online
manipulation, setting the stage for deeper reflection and discussion.
Key discussion points:

What is online manipulation, and how is it different from simply
receiving misleading information?
Why is it important to understand manipulation tactics in today’s
digital world?
How can online manipulation shape public opinion and influence
societal decisions

Instructor preparation:
Materials Needed:

Projector or screen for video viewing
Chart paper/whiteboard for listing key discussion points
Markers or digital tools for brainstorming
Handouts or slides summarizing online manipulation tactics,
strategies for critical consumption, and key takeaways from the
discussion

https://www.youtube.com/watch?v=woNn5FlTaVA


Step 2:  Exploring Online Manipulation Techniques (15 Min)

Objective:
Understand how manipulation techniques affect online behavior
and identify strategies for recognizing and resisting them.

Group reflection activity:
Activity: Participants create a personal "Online Manipulation
Awareness Map."

Common Manipulation Techniques: Have participants
brainstorm and list common manipulation tactics they may
encounter online, such as:

- Clickbait headlines
- Selective editing of videos or articles
- Fake testimonials or exaggerated claims

Personal Experiences:Encourage participants to reflect on their
personal encounters with misleading or exaggerated online
content. They should think about a time when they were
influenced by content or shared something without verifying it.
Goals for Improvement:

Ask participants to set one specific goal to improve their ability to
identify and resist manipulation. Examples of goals might include:
- Verifying information before sharing
- Using fact-checking tools like Snopes or FactCheck.org
- Reducing engagement with sensational or biased content

Sharing: Participants will share their Online Manipulation
Awareness Maps in small groups. The goal is to foster peer
support and exchange strategies for identifying and resisting
online manipulation.



Step 2: Exploring Online Manipulation Techniques (15 Min)

Reflection:
"How does recognizing manipulation techniques help you make
more informed choices online?"
"What practical strategies can you start using today to avoid the
spread of misinformation?"

Strategies for youth digital well-being: Introduce practical
approaches participants can apply to navigate the online world
more effectively:

Pause Before Sharing
Use Fact-Checking Tools
Develop Critical Habits
Questioning headlines and the emotional language used in
posts.
Checking the authenticity of images or videos.
Identifying biases and recognizing the intent behind content.
Promote Active Engagement

Group brainstorming:
"What strategies have you tried to improve your digital habits?"
"What barriers make it hard to stick to these strategies?"

Instructor preparation:
Materials Needed:

Whiteboard or chart paper for mapping out manipulation
techniques and strategies
Markers or digital tools for brainstorming and sharing ideas
Handouts or slides summarizing strategies for resisting
online manipulation and building digital resilience



Step 3: Building Resilience Against Online Manipulation (15 Min)  

Personalizing your approach:
Activity:  "Develop a Personal Online Resilience Plan"
Guide participants through a series of steps to tailor their own plan
for resisting online manipulation.

Identify Common Information Sources.
Reflection Question: Are these sources generally reliable? Have
they encountered misleading or manipulative content on these
platforms before? 

Recognize Personal Triggers: Ask participants to think about
situations or types of content that make them more vulnerable to
manipulation.

Reflection Question: What types of content or situations tend to
influence your opinions or emotions more than others?

Have participants set one or two measurable, achievable goals that
will help them build resilience against online manipulation. Examples
of goals might include:

“I will verify two different sources before sharing any news
article.”
“I will limit my time on platforms known for sensational
content and avoid clickbait.”

Reflection Question: How can you make these goals realistic and
measurable in your daily life?
Instructor Preparation:

Materials Needed:
Whiteboard or chart paper to list common information
sources, personal triggers, and strategies
Markers or digital tools for brainstorming and sharing ideas
Handouts or slides summarizing the strategies for critical
consumption, fact-checking tools, and goal-setting techniques
for building online resilience



Step 4: Closing discussion (5 min)

Wrap-up reflection: As we conclude today’s session, let’s take a
moment to reflect on what we’ve learned about building resilience
against online manipulation. Think about how these insights can be
applied to your daily life and digital habits.

Discussion Prompt: “Raise your hand if you've ever encountered a
situation where you felt misled or influenced by online content, such
as ads, social media posts, or fake news.” For those who raised their
hand, think about how you can protect yourself from falling into
these traps. 

Encouraging peer support:
It's important that we support each other in developing critical
thinking skills and becoming more aware of the online content we
engage with.

Key takeaways: As you leave today’s session, remember that even
small changes can lead to healthier habits and a more positive
relationship with the online world. By applying critical thinking to
what you see online and checking the reliability of information before
reacting or sharing, you are making a significant impact on how you
interact with technology.



Step 4: Closing discussion (5 min)

Instructor preparation:
Materials Needed:

Whiteboard/Chart paper to capture key discussion points
Markers or digital tools for brainstorming
Slides summarizing the session’s main takeaways

Closing message
Thank you all for your engagement today and for sharing your
thoughts and reflections. You’ve made an important step toward
building resilience against online manipulation, and this is just the
beginning. By developing these healthier digital habits, you’re not
only improving your own well-being, but you can also inspire those
around you to be more intentional in their online experiences. 
Let’s continue fostering a healthier relationship with the online
world, both for ourselves and for the people we care about. 



Follow-Up and at-home activities for digital well-being and
digital mindfulness

Reflective Summary: Ask students to write a short summary
reflecting on the key concepts they’ve learned about online
manipulation, critical thinking, and fact-checking. 
Personal Online Resilience Plan: Have students revise or refine
their Personal Online Resilience Plans based on the discussion
from the session. Encourage them to set one new goal to
improve their ability to recognize and resist manipulation. Ask
them to reflect on how these goals can help them become
more informed and intentional in their online interactions.
Scenario-Based Practice: Provide students with various
scenarios, such as viral posts, manipulated images, or
misleading health articles, and ask them to practice applying
the strategies they learned to critically assess the content. They
can write down their responses to questions like, "How can I
verify this information?" or "What emotional triggers should I
watch out for?"
Interactive Quiz: Create a fun and engaging quiz, such as
through Kahoot, that reinforces key strategies for recognizing
and resisting online manipulation. Include questions about fact-
checking tools, emotional triggers in online content, and
personal strategies for managing digital consumption.



Tips for teachers:

Foster group collaboration by encouraging discussions where
students share experiences of encountering misleading online
content. Use open-ended questions to prompt deeper reflection.
Implement active learning through role-playing and scenario-based
activities where students practice assessing online content and
identifying manipulation tactics. Encourage mindful reflection by
allowing students to share insights and write in digital journals. Use
tools like quizzes, polls, and videos to enhance learning, and
encourage ongoing engagement by having students periodically
update their Online Resilience Plans.



Tools

A fact-checking site that debunks
online myths, rumors, and hoaxes
with thorough research.

Snopes

www.snopes.com

FactCheck.org

www.factcheck.org

A nonprofit website that checks
the accuracy of political
statements and news, providing
evidence-based analysis.

https://www.snopes.com/
https://www.factcheck.org/


References

FactCheck.org. (n.d.). About us. Annenberg Public Policy
Center. Retrieved January 3, 2025, from
https://www.factcheck.org/about/
Ford, B. M. (2018, noviembre 20). Fighting misinformation in
the digital age [Video]. TEDxApex.
https://www.youtube.com/watch?v=woNn5FlTaVA
Mikkelson, D., & Mikkelson, B. (n.d.). Snopes.com: About us.
Snopes. Retrieved January 3, 2025, from
https://www.snopes.com/about-us/
Vosoughi, S., Roy, D., & Aral, S. (2018). The spread of true and
false news online. Science, 359(6380), 1146-1151.
https://doi.org/10.1126/science.aap9559
Pennycook, G., & Rand, D. G. (2018). Fighting misinformation
on social media using crowdsourced judgments of news
source credibility. Proceedings of the 2018 CHI Conference
on Human Factors in Computing Systems, 1-12.
https://doi.org/10.1145/3173574.3174154
Kiersz, A. (2019). How to identify fake news in 5 simple steps.
Business Insider. Retrieved January 3, 2025, from
https://www.businessinsider.com/how-to-identify-fake-
news-2019-2

https://www.youtube.com/watch?v=woNn5FlTaVA


1. What is digital well-being?
A) Limiting all technology use
B) A balanced approach to using technology mindfully
C) Using apps as much as possible
D) Avoiding social media completely

2. Which of these is an example of a healthy digital habit?
A) Checking notifications immediately
B) Setting specific tech-free times
C) Multitasking on multiple screens
D) Using your phone before bed

3. What is one benefit of mindfulness in digital habits?
A) Increases screen time
B) Promotes impulsive use
C) Enhances focus and balance
D) Avoids all technology

QUIZ



4. Why is it important to create "no-social-media" times?
A) To disconnect and focus on other activities
B) To catch up on all notifications later
C) To follow trends more efficiently
D) To increase online presence

5. What is one challenge in setting digital boundaries?
A) Lack of tools
B) Resistance to change
C) Social media making it easy
D) None of the above

QUIZ



Solutions

Question 1: B
Question 2: B 
Question 3: C 
Question 4: A 
Question 5: B 
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